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Abstract— Due to the huge number of devices that will connected in the near future within the Internet 

environment, this will lead to significant momentum in the data exchange over the Internet, which will reduce 

the speed of data transfer and reduce the speed of data processing reaching inefficient work, that leading to 

inability to meet the requirements of work. The future is Internet of Things (IoT), ability to incorporate 

intelligence devices to make use of contextual information, collecting information’s with the regards of a 

given situation to select appropriate path with the huge numbers of device and applications, the key idea is 

that rather than sending acknowledge across the network, the problem is high energy consumption, increase 

time delay and may cause an unbalanced load in a network. Therefore, we propose an efficient protocol that 

addresses these cases in order to increase the efficiency of the work to an acceptable level. In this paper, the 

design of the protocol based on distribute Learning, information’s of each nodes (things), these factors are 

exchanged among neighbors. Each node allows sharing their information’s with rounding neighbors to 

achieve additional information about the adapting routing in the network and each node such as a system that 

can use local information gathered from neighbors. This proposal based on three basic principles: Energy 

consumption, time delay and load balancing. 
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1. INTRODUCTION  

One of the new models for information systems is the Internet of Things (IoT) since the things surrounding 

us are consistency incorporated into the communication and computation facilities [2]. The ubiquitous 

presence surrounding the application area for collection of data and communication over the Internet is the 

main idea for IoT [9]. One of the major elements of IOT is wireless sensor network (WSN), which is 

constituted by large-scale sensor nodes. Thee nodes use the multi-hop data delivery over wireless links [10]. 

Because of opportunities provided by the Internet Protocol (IP) based WSN for direct communication with 

the WSN and remote access to the sensor data, it has gained attentions recently [6]. Diversely, assignment of 

IP for the sensor devices creates many problems because of its resource limitations [3]. Distributed 

computation in wireless networks recently has gain popularity, particularly in the novel paradigm of the 

Internet of Things (IoT) communications [11]. In the IoT communications, IoT devices contain such 

capabilities as independent communication, processing, and storage. Instead of sending raw data across a 

costly (multi-hop) wireless network in a direct manner, often associated with time delays and high energy 

consumption, decreasing the data volume locally through in-network processing and then sending only the 

processed outcome is a more economical approach. Thus, the energy and bandwidth can be saved, latency can 

be reduced, and the network life can be extended in IoT network with resource constraints [7]. The data 

gathered for a certain application mostly is greatly correlated, and hence, it can be combined or processed 

jointly when sending to the sink. For instance, fusing together multiple sensor readings associated with the 

same physical event like  data  aggregation  process  is able to decrease the  total  numbers of messages that 

are be forwarded over the costly wireless links, significantly influencing overall network efficiency and energy 

consumption [8]. The context often points out to the gathered information concerning a specific situation, and 
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might have also the limitations (delay, load balancing, energy) [12]. Because of growing interest of authors 

in different fields to this problem, the number of research works addressing Routing in IoT is significantly 

increasing [4]. A review of previous studies indicates that authors interested in this auspicious area encounter 

many new ideas, mechanisms, algorithms, frameworks, and approaches, and expanding the problems scope. 

Moreover, recognition of effective QoS parameters, existing datasets, and implementation spaces with varying 

properties and impacts is necessary [1]. However, as far as we know, though the significance of load balancing 

mechanisms is evident, any inclusive and detailed systematic review addressing these mechanisms is absent. 

Thus, the current paper aims at investigating available approaches, comparing the differences between these 

mechanisms, describing some of well-known load balancing mechanisms, and outlining the potential 

challenges. Most of the presented routing algorithms are divided into some major classes as dynamic and 

static. Therefor, and since there is no relevant studies, a systematic review on routing in IOT is required, which 

helps facilitate future works. A systematic review is needed to investigate the main dimensions of the 

accomplished studies, and helpful data and statistics should be extracted. The rest of this paper is structured 

as follows. Section 2 discusses some related work. The research methodology is provided in Section 3. Section 

4 discusses Routing protocol in IOT and categorizes them, also presents the taxonomy and comparison of 

selected mechanisms. 

 

2. Related Work  

A large number of studies have been carried out regarding types of adaptive routing in IoT and Objective 

functions (OF), including energy-consuming, time delay, and load balancing, etc. Nevertheless, there are a 

rare number of inclusive research on distributed learning in routing has been done yet. Some papers in the 

field of routing based on context information are mentioned in this section. One of the significant surveys of 

the Routing protocol in IoT is de Carvalho Silva [13], Jonathan, presents the LoRaWAN (Low Power WAN 

Protocol for the Internet of Things) that is a data-link layer with low power, long-range, and low bit rate, and 

appears as an auspicious solution for IoT. In this solution, end-devices utilize LoRa for communicating with 

gateways via a single hop. As proprietary LPWAN (Low Power Wide Area Network) technologies have hit a 

great market, current research deals with the LoRaWAN protocol and the LoRa architecture, which is 

anticipated to provide a solution for the connectivity problem of the devices in the future. Use cases are taken 

into consideration for illustrating its application, and also open subjects as well as research opportunities are 

discussed. Sezer, Omer Berat [14] have presented the review of IOT field. They first reviewed from a historical 

perspective, which covers ambient intelligence, pervasive and ubiquitous computing, and wireless sensor 

networks. It then moves to context-aware computing studies. In the end, they provide a review on learning 

and big data studies associated with IoT. Bhat, Archana, and V. Geetha [15] present an IPv6 with RPL protocol 

in IoT as a solution for much larger address space. In sensor networks, IP connectivity is mostly dependent 

on two IETF standards: RPL and 6LoWPAN. The routing protocol in 6LoWPAN is highly accurate because 

of the confined potential of node. The available protocol of 6LoWPAN is not suitable for meeting the 

requirement of Low power Lossy networks. IETF rises IPv6 a routing protocol for low power Lossy networks 

that is known as RPL. Alahari, Hanumat Prasad [16] Have surveys on the non-standard as well as standard 

protocols being used for network routing in applications of IoT. It is noteworthy that the network layer was 

partitioned in two sub-layers, including routing layer that examines the packet transfer from source to 

destination, and an encapsulation layer forming the packets. It is beyond the scope of the current paper to 

describe encapsulation mechanisms.  

 

Mohamed, Reem E. [17] have categorized the WSN-based applications on various aspects in order to indicate 

the main issues related to protocol design. Hence, the efficiency of the energy in the recent proactive routing 

protocols is investigated from various aspects. The energy fairness and energy overhead in each protocol were 

analyzed. The most energy-efficient routing protocols for homogeneous proactive networks were investigated 
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and they were compared so that the existing problems and research challenges are highlighted. According to 

the results, route selection, and energy overhead are the most effective aspects of network lifetime and network 

efficiency. It should be mentioned that none of the mentioned studies provide a perfect systematic review of 

the available routing protocol approaches based on the literature along with a discussion on future challenges, 

categorization of protocols, and the essential role of distributed learning in a routing in IOT. In the current 

work, three questions are formulated in the next section for selecting the major studies for review (both hybrid 

and dynamic approaches). The significance of routing protocol algorithms, existing challenges, and future 

trends in routing in IoT are described through answering these questions. 

 

3. Research Methodology  

In order to deepen our knowledge of distributed learning and routing protocol, this section was conducted 

according to the instruction given by systematic literature review (SLR), which was proposed by Kitchenham 

(2004)[18]. It is specifically focused on research works related to routing protocol algorithms in the IoT. A 

systematic literature review is defined as a research method that originates from the field of (Kitchenham, 

2004) providing a repetitive research method, and it represents adequate details to be replicated by other 

authors (de Carvalho Silva, Jonathan, Sezer, Omer Berat, Erdogan Dogdu, Bhat, Archana, and V. Geetha, 

Alahari, Hanumat Prasad, and Suresh Babu Yalavarthi, Mohamed, Reem E., et al.) [20]. In terms of detailed 

answer within then ecessity of adaptive routing protocol in IoT Applications, three research questions were 

developed so that the main concerns of routing protocol in IoT are addressed. These questions are formalized 

in the next section. 

 

3.1 Research Questions 

The current section aims at presenting the most relevant challenges and issues in an adaptive routing in IoT 

based on distributed learning, including energy consumption, load balancing, and time delay solutions. Thus, 

the present research study attempts to deals with the research questions described below: 

 

RQ1: what is the significance of Adaptive routing protocol in IoT Applications? This question is related to 

the number of IoT routing protocols that the studies published over time in order to indicate the significance 

of Adaptive routing protocol in IoT Applications.  

 

RQ2: How much are existing routing protocol in IoT techniques satisfy the major Objective Functions? This 

question mainly aims at evaluating existing Routing techniques based on primary Objective Functions in an 

IoT Applications. 

 

 RQ3: Which solutions and problems were determined regarding Objective Functions (OF) for the trends in 

the future? This question aims at understanding the role of Objective Functions in routing in IoT, and 

specifying the challenges and approaches used for ensuring Quality-of-Service (QoS) in the IoT environment. 

Therefore, such a process may result in detailed answers within the current paper scope. After the need for 

research was identified, research questions developed a review protocol for the research. There are various 

steps in protocol development like the selection of criteria and source, search query, quality assessment 

criteria, extraction of data, and data synthesis strategy. 

  

3.2 Search Query 

By defining keywords, search strings were made for inclusion and exclusion criteria and academic databases. 

They are defined by specifying alternative spellings and synonyms for the question components and 

associating them using the Boolean OR (Soltani & Navimipour, 2016) [20]. A search string is defined by 
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selecting the most fitting keywords in terms of meeting the requirements of our subject. Thus, two keywords 

were chosen: “distributed learning” and “IOT protocols”. The query was defined after different phases and 

using the outputs of the primary analysis as a pilot for examining the coverage of the outputs. That is, the 

query string was redefined for adding more keywords, in the case of research works in our pilot was not 

retrieved by the primary query, e.g., “distributed learning” OR “IoT protocols”. For the purpose of expanding 

the scope of the research as much as possible, the search string was applied to abstract, titles, as well as the 

body of the research works. This search was carried out in August 2019 with the specific time range of 2010-

2019.  Primary journal articles, as well as conference papers, were chosen for this search query. Then, these 

papers were categorized and analyzed so that the relevant results are extracted. Scopus, Web of Science, and 

Google scholar were selected as the data source in this work. Therefore, the papers available in three of the 

most reliable databases were covered by the research process. These databases are scientifically and 

technically peer-reviewed: IEEE Xplore, Science Direct, and Springer Link. 

 

3.3 Selection Criteria 

For specifying qualification for the inclusion in the research, a quality assessment checklist (QAC) was 

designed based on Kitchenham et al. (2009) for assessing only individual articles from peer-reviewed journals 

being published during 2010 - 2019. This checklist contains the following items (Kitchenham et al., 2009): 

(a) Is the research methodology explicitly specified by the research paper? (b) Does the research method has 

appropriateness for the problem under study? (c) Is the study appropriately analyzed? If the assessment criteria 

are met by the study, then it is filled with 'yes’. The inclusion–exclusion criteria for this review protocol are 

summarized in Table 1. In addition, because of the IOT environment’s necessity for optimal Routing protocol 

in this paper, static-based mechanisms were excluded. %54 of the selected  paper discussed about he Energy 

,%19 discueed about the  Delay and %16 discussed the load balancing ,but the six ramaining papers didn’t 

mention  any Objective Functions (Energy,Delay and Load balancing) only discuess the distributed learning 

that we use as an improve  of Objetcive Functions(OF). 
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Table 1: Objective Functions metrics and technique in reviewed article 

 
 

3.4 Quality Assessment and Data Extraction  

In the data extraction phase, the data from the selected papers are summarized for more analysis. 105280 

studies were specified. Firstly, the titles were read. Thus, inadequate ones were eliminated. In the remaining 

papers, the abstracts were reviewed, and the irrelevant ones were eliminated too. Then, the full text of the 

remaining papers was reviewed, and the papers that were irrelevant to our specific topic were eliminated too. 
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Fig. 1 An overview of the utilized article identification process 

 

Following filtering the papers based on inclusion and exclusion criteria and QAC, 31 papers were specified 

as the primary works for review. Figure 1 indicates an overview of the process that was used for identifying 

the papers in this study. As it is shown, an important increase is observed in the number of papers on the scope 

of Routing protocol criteria during the period 2010 – 2019. Moreover, because of the first research question 

(RQ1), it explicitly indicates the significance of routing protocol criteria and necessity of novel and enhanced 

routing protocol criteria mechanisms along with the increase in the use of IoT systems.  

 

4. Objective Functions  

There are three Objective Functions (OFs) proposed for the routing protocol for Low Power and Loss 

Networks (RPL). These objective functions are selected dynamically on the basis of context information. They 
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are developed from the fusion of these metrics: time delay, load balancing, and energy consuming. ||Energy 

efficient routing: energy requirements are optimized when choosing a route to the destination that is helpful 

for increasing the lifetime of the network. Using this technique, the data is routed to the destination via the 

nodes having adequate energy resources, and the participation of nodes that have energy under a certain 

threshold value is avoided. || Minimization of Delay: IoT includes a compact population composed of the 

devices that generate a large amount of data. Expiry is related to the data. Thus, sending the data to the 

destination during a fixed time interval is essential. Therefore, the minimization of delay is crucial. ||| Load 

balancing is employed for distributing the dynamic routing in an equal manner across the whole routing path. 

Achievement of resource utilization as well as the high ratio of user satisfaction is supported by it, and fair 

and efficient resource allocation is ensured. A proper load balancing helps minimize resource consumption, 

maximize scalability, avoid bottlenecks, and over-provision, etc. For load balancing, the major qualitative 

metrics in routing include Response time, imbalance degree, Traffic. For providing an answer to research 

questions 1 and 2, the selected papers were completely reviewed, and the Objective Functions that were most 

frequently addressed in the routing protocol in IoT were identified. Routing protocol algorithms based on the 

learning of nodes about routing path are classified as distribute and centric. Centric algorithms are not 

dependent on the current state of the individual nodes; rather the system root knowledge is needed, for 

example, communication time, requirements of job resource, system nodes’ the processing power. Distribute 

algorithms utilize every node knowledge as an approach [21]. 

 

5. Conclusions 

Dynamic routing in IOT environments was reviewed in the current study. Similarly, some state-of-the-art 

dynamic routings were reviewed in IOT system based on distributed learning. In addition, open issues were 

clarified and discussed through an in-depth analysis of over thirty-one primary studies out of 105280 papers 

from the current search query. The evidence was found that confirms adaptive routing serves as an ascending 

mechanism, which presents new Objective Functions through the reduction of energy consumption and delay 

time. These objective functions are based on the fusion of metrics for 6LoWPAN environments, which are 

used by the RPL. In addition, efficient and fair distribution of each input request is ensured. According to the 

existing literature, the field was divided into two sub-areas associated with IoT protocols OR distributed 

learning studies. Moreover, Routing algorithms were discussed. We address the challenges of these algorithms 

for the development of more competent distributed and dynamic techniques in the future. Proper Routing 

algorithms are able to provide minimal resource consumption that results in a higher reduction in time delay, 

energy consuming, and load balancing.  Generally, routing protocols mechanisms in IoT yet require 

enhancement in terms of selection of the routing path based on individual node learning so that it can become 

a really on-demand technique, decreasing related energy consumption, time delay, etc. The data gathered in 

the current study is helpful for acquainting the researchers with the status of the dynamic routing in IoT field. 

Specifically, the answers provided to the research questions described IoT routing protocol and distributed 

learning primary goal, existing challenges, approaches, open issues, and mechanisms in IoT systems. It is 

hoped that findings of the current study will be useful for the researchers in order to present new research 

fronts with the further contribution to the adoption and growth of Routing protocol in IoT. 
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